WASHINGTON COUNTY BOARD
D1 E, St. Loufs St., Nashville, 1L, 62263

COUNTY BOARD MEETING:
7:00 P.M OCTOBER 11, 2022
AGENDA
Prayer and Pledge
Call to Order
Roll Call

Acknowledgment of Guests
Approval of the September 13, 2022 County Board Minutes & September 22, 2022 Special Board meeting minutes
Highway Department:
1. Resolution to appropriate township aid under 605 ILCS 5/5-501
*Beaucoup Road District — Connecticut Road Culvert
2. Resolution to appropriate township ald under 605 1LCS 5/5-501
*Irvington Road District — Hedge Tre# Road
7. Claims against the County
8. Approve County Board Expenses
9. State’s Attorney’s Monthly Report
10. County Clerk and Recorder's Monthly
11, Approve November 8, 2022 Election Expensas
12. Sheriff's Monthly Report
13. Emergency Ambulance & Rescue Service Monthly Report _
A, Ordinance Amending the Ambulance Service Fees and Rates to be charged
14, Treasurer's Monthly Cash Flow & Budgetary Status Report
15, ARPA Fund manthly recap (Informational Only)
16, Zoning Ordinance: None
17. Approve Annual Budget for-University of llinois Extension
18. Conimittee Reports:
Bullding Committee
Techguard Security Contract Cyber Security
19. Approve Monthly Utility Expenses, and Payroll Expenses
20. Opportunity for the General Public to address the County Board

21, Adjournment
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QFFICIAL PROCEEDINGS
WASHINGTON COUNTY BOARD MEETING
OCTOBER 11, 2022
The reconvened and adjourned meeting of the County Board of Washington County, lllinois was held at the
Washington County Courthouse Nashville, lilinois on October 11, 2022 for the purpose of transacting county business
that might come before the Board,

Present and presiding were Chairman David Meyer and Shari Hempen, County Clerk & Clerk of the Board,

Others present were, Dan Janowski-State’s Attorney, Kiefer Heiman-Highway Supervisor, Ross Schultze, John Felchtia-
Ambutance Administrator, Linda Tragessar-SWIMAPC, Shariff Len Campbell, Debby Sticker-Olawville Times, Charles
Guifey-Nashville News

Following the Lord’s Prayer and the Pledge of Allegiance, Chairman Meyer called the meeting of the Washington
County Board to order at 7:15 p.m.

Roll Call was taken by Clerk Hempen with 12 Board members present. Those present were Hohlt, Shemonic, Smait,
Barczewski, Bening, Brammeier, Meyer, Lamczyk, thendahl, Karg, Muenter and Klingenberg. Absent was Todd,
Unverfehrt and Suedmeyer

Chairman Meyer asked if there were any additions or corrections 1o the September 13, 2022 County Board Minutes,
with no additions or corrections, 3 motion was made by Ihendahl and seconded by Karg to approve the minutes as
presenttad. Moticn carried. Chairman Meyer asked it there were any additions or corrections to the minutes of the
Special County Board meeting held on September 22, 2022, with no gdditions or corrections, a motion was made by
Bening and seconded by Shemonic to approve the minutes as presented. Motion carrigd.

Kiefer Heiman, County Engineer, brought before the Board (RESOLUTION #2022-28) Replace a failing drainage
structure, consisting of a 42" arched steel cross culvert on TR193, Connecticut Road, Beaucoup Road District, located
south Lebanon Read in Section 31, TZS, R2W. A motion was made by Brammeler and secanded by Barczewski to
approve said resofution, Motion carried. (Sse Exhibit “A”)

Kiefer Heiman, County Engineer, brought before the Board {RESOLUTION #2022-29) Replace a damaged drainage
structure, consisting of a single 54” culvert on TR89, Hedge Tree Road, 1000 west of Tower Road, irvington
Township, Section 27, T1S, RIW. A motion was made by Brammeler and seconded by Small to approve said
resolution. Motion carried. (See Exhibit “8”)

The Claims against the County Report was presented to the Board for approval by Ibendahl, TO THE CHAIRMAN AND
MENBERS OF THE BOARD: YOUR COMMITTEE ON October 7, 2022 EXAMINED ALL CLABMS PRESENTED AND
RECOMMERDS PAYMENT TO THE FOLLOWING AND THE CLERK 8E DIRECTED TO I55UE ORDER ON THE COUNTY
TREASURER TO THE CLAIMANTS FOR THE AMOLUNTS ALLOWED, {See Exhiblt C) Motion was made by Ihendabl and
seconded by Brammeier to accept the report as presented. Roll call vote was taken with 12 ayes and 0 nays. Motion
carried. A motion was made by Ibendahl and seconded by Hohlt to make restitution to the County Board’s Per Diems.

Motion carried.

The btate’s Attorney Monthly Report Janowski appeared before the Board to present his monthly report for
approval. (See Exhibit D} A miotion was made by Bening and secended by Hohlt to accept the report as presented,

Motion carried,




Janowski informed the board that the County will be receiving monies from the Opioid Bankruptey Settlement. There
would be 2 payments made to the county, the first one should he coming in the next couple weeks, He was unsure
ahout the amounts yet. He also toid the Board there are 50 out of 102 State’s Attorneys that have filed a 'Iawsuit
against the Governor and Attorney General for the Safety Act-Cash Baif and Washington County is included in the
lawsuit,

Tha County Clerk and Recorder’s Monthly Report County Clerk Hermpen presentad her repart to the Board for
approval. (See Exhibit £}, A motion was made by Lamcayk and seconded by Small to approve the report as
presented, Motion carried. Hempen gave an update on early voting. As of Gctober 11% office voting was 32 PYRM
482 mailed out and 145 returned back. VBM 52 applied for hallot 46 ballots mailed out and 11 returned,

County Clerk Hempen asked the Board for approval to pay alf Election Expenses for the November 8, 2022 General
Election. A motion was made by Shemonic and seconded by Klingenberg, Motion carried,

The Sheriff's Monthly Report Sheriff Campbell appaared before the Board to present his monthly report for approval
{See Exhiblt F). Motion carried. Sheriff Campbeli updated the board on staffing at the Sheriff’s Dept. 4 full time
dispatchers and 4 part time whao are EMT qualified waorking on becorning full time. The Deputies were full staffad
until Friday when he recelved a resignation. lail is at full stall with pienty of part time to dismiss overtime. A motion
was made by Brammeier and seconded by Barczewski to approve the report as presented. Motion carried,

The Emergency Ambulance and Rescue Service WMoanthly Report john Felchlia Ambulance Administrator appeared
before the board to present his monthly report for approval, (See Exhibit G} A motion was made by Hohlt and
seconded by Shemonic to approve the report as presented, Motion carried.

Felchlia presented Ordinance NO. 2022-14 Ordinance Amending the Ambulance Service Fees and Rates to be
charged. (See Exhiblt “H”). A motion was made by Small and seconded by Muenter to approve the Ordinance.
Maotion carried. Roll call vote was taken with 12 ayes and no nays.

The Treasurer's Monthly Cash Flow Statement and Budgetary status Reports for Perlod ending 9/30/2022 (See
Exhibits { & I}, A motion was made by Brammeier and seconded by Ibendahl to accept the report as presented
subject to audit review. Motion carried. Also included was the ARPA Fund recap {Informational Only) (See Exhibit ).

Zoning ~ No Zoning for October. Linda Tragesser told the board that they are continuing to look into wind

ordinances,

The annual Budget and Levy for the University of illinois Extension was presented to the board for approval. A motion
was made by Klingenberg to approve the budget and seconded by Muenter. Motion carried. Rofl ¢call vote was taken
with 12 aves and no nays (See Exhibit “L"}. A motion was made by Brammeler and seconded by Lamczyk to approve
the Levy motion carried. Roll Call Vote was taken with 12 ayes and 0 nays. {See Exhibit “M")

At this time Chairman Mevyer called for committee raporty
Ambulance- 2 meetings. Joint with Finance and Joint with Building
Animal Cantrol- No meeting

Cemetery- NO meeting

Claims against the County- 1 meeting

Communications/Drug Task- No meetings



County Bulldlngs- 2 meetings. 1 joint with Ambulance and 1 with TechGuard Security.

An agreement from TechGuard Security for Cyber Security protection was presented to the board for approval, (Ses
Exhibit “N”) There were 2 options a 1 year agreament and a 3 year agreement, with a 5% discount for the 3 year
agreement. A motion was macde by Brammeier and seconded by Muenter to enter into the 3 year agreement. Motion
carried. Brammeier told the board that the agreement amount will be paid out of computer services, not insurance.

County Health Department- 1 meeting
Education- No meeting

Enterprise Zone {Centralia) — No meeting
Enterprise Zone (Nashville) - 1 meeting
Environmental, EMA & Zoning- 2 mieetings.

Linda Tragesser gave a brief explanation of the Multi Hazard Mitigation Plan. It is a multi-jurisdiction plan, which
means it covers all the cities and viliages in Washington County, Each jurisdiction will send in their information. A
completed draft will be recommended to the Courity Board for approval, each jurisdiction will be asked to pass a
resolution adopting the County’s plan upon final approval frem FEMA who Is working with Hlinols Water Survey,
Addieville and New Minden have not turned in anything. If nothing is turnaed in for them they will not be covered by
the County pian.

Finance, Clsims & Economic Development- 2 meetings, 1 ioint with the Ambulance department and the other with
Budgets

insurance- No meeting

Leglstative- No meeting

Persormel, Policy & Appointrents: No meeting
Planning Commission- 1 mesting

fload & Bridge-1 meeting

Safety- No meeting

Solid Waste- No meeting. October 22, 2022 final Recycie Truck for the year. They will be taking microwaves this time

South Central IL, Growth Alllance- No meeting

811- 1 meeting. Appraved the Dispatcher Supervisor/ 911 Assistant Coordinator position that was presented to the
Washington County board at the September 13, 2022 meeting.

Contract Negotiations ~FOP 1 meeting.
Contract Negotiations — IBEW 1 meeting.

Chairman Meyer asked for any comments from the public.

The next regularly scheduled meeting will be November 15, 2022 at 7:00 p.m. November meeting date was changed
due o the November 8, 2022 General Election. Chairman Meyer would like reminders sent out closer to the meeting

date.



A motion was made by Bening and seconded by Brammeler to approve payment of monthly utility expenses and
payroll expenses, Motion carried.

A motion was made by Barczewski and seconded by Karg to adjourn the meeting. Motion carried. The meeting of the
Washington County Board adjourned at 8:05 p.m,

Shari Hempen
County Clerk & Clerk of the Board




Resolution Number H#0033-2¢

RESOLUTION

WHEREAS, it is necessary to replace a failing drainage structure, consisting of a
42" arched steel ¢ross culvert on TR183, Connecticut Road, Beaucoup Road
District, located south Lebanon Road in Section 31, T28, R2W, and

WHEREAS, the Road District Highway Commissioner has petitioned this Board
through its Road & Bridge Committee for assistance under 605 ILCS 5/56-601,
and :

WHEREAS, the Committee finds the request to be in order at an estimated
replacement cost of $10,630, and

WHEREAS, the pelitioner has agreed to pay 50% of the final cost as the Road
District share for replacing this structure.

NOW, THEREFORE, BE IT RESCOLVED, that the Washington County Board
hereby authorizes the appropriation of $5,315 or as much as may be required to
provided 50% of this structure’s final cost, and that said appropriation is to be
paid from the County Bridge Fund.

STATE OF ILLINOIS )
- 1SS
WASHINGTON GOUNTY )

. Shari Hempen, County Clerk in and for said County, in the State aforesaid, and
kaeper of the records and files thereof, as provided by Statute, do hereby certify
that the foregoing is a true, perfect and complete copy of a Resolution adopted
by the County Board of Washington County at its regular meeting held in
Mashville, Hflinois on October 11%, 2022.

IN TESTIMONY WHEREOQF, | have hereunto set my hand and affixed the seal of
said County at my office in Nashville, lilinois. in said County this 11% day of
October, 2022.

County Clerk




Estimate of Drainage Structure Repair/Replacement Cost

Date: 10/04/22
Prepared for: Eric Malick
Township: Beacoup RD
Project Description: Replace exlsing 42" archad galvanized steel culvert with a 42” arched aluminized steel
culvert crossing Connecticut Road immediately south of Lebanon Road.
Unit
Item Unit Quantity Price Cost
42" Aluminized Steel Cuiveri -~ Arched LF 50 $150.00 | $7,500.00
Rock Backfill Load 3 $300.00 $900.00
Rip-Rap Load 2 $200,00 $400.00
Backhos Hours 8 $100.00 $800.00
Labor Hours 8 $35.00 $280.00
BAM Ton 10 $75.00 $750.00
Total Estimated Cost] $10,530.00
2020 Value of Taxable Land in Township $17,567,235
0.02% of Value of Taxable Land £3,513.45
To be eligible for B0/50 assistance from the County, the Total Estimated Cost
of the culvert project must be greater than 0.02% of the value of the taxable
land within the township per 605 ILCS 5/6-501.
Does this culvert replacement qualify for County assistance? Yos



Resolution number: 7.0 0.3 ~al §

RESOLUTION

WHEREAS, itis necessary io replace a damaged drainage structure consisting of a
single 54" culvert on TR 89, Hedge Tree Road, 1000" west of Tower Road, lrvington
Township, Section 27, Township 1 South Range 1 West; and

WHEREAS, the Irvington Road District Highway Commissioner has petitioned this
Board through its Road and Bridge Committee for assistance under 805 ILCS 5/5-501
to replace said culvert and has agreed to pay fifty (50) percent of the final cost of the
replacement, and

WHEREAS, the County Engineer has reviewed the replacement request, visited the site
to inspect, has prepared a cost estimate for said repair and is in agreement with repair
request, and

WHEREAS, the Washington County Read and Bridge Committes has reviewed said
petition and has by voice vots recommended that the petition be sent to the County
Board for approval; and

WHEREAS, the Commiltee finds the request to be in order at an estimated project
replacement cost of $8,380 as prepared by the County Engineer, and

NOW, THEREFORE, BE IT RESOLVED, that the Washington County Board hereby
authorizes the appropriation of $4,690, or as much as may be required, to provide 50%
of this structure’s final cost, and that said appropriation is to be paid from the County
Bridge Fund in accordance with 605 1L.CS 5/5-501, and

STATE OF ILLINOIS )
)55
WASHINGTON COUNTY)

I, Shari Hempen, County Clerk in and for said County, in the State aforesaid, and
keeper of the records and files thereof, as provided by Statute, do hereby certify that the
foregoing is a true, perfect and complete copy of a Resolution adopted by the County
Board of Washington County at its regular meeting held in Nashville, llinois on October

14, 2022.

IN TESTIMONY WHEREOF . | have hereunto set my hand and affixed the seal of said
County at my office in Nashville, lllinols in said County this 11th day of October AD.,

&M‘J %/Lm\_}ﬂaf\

 County Clerk




Estimate of Drainage Structure Reépair/Replacement Cost

Bate: 10/04722
Prepared for: Brian Glenn
Township: Irvingfon RD

Project Description:  Rraplace existing 54" gaivanized sieai culvert with a 60 eluminized steel crossing Hedge
Tree Roed 1000" west of Tower Road.

Unit

ftem ~ Unit Guantity Price Cost
50" Aluminized Steel Culvert- Round L 38 $200.00 | $7.,000.00
Rock Backfil oad 3 $300.00 $800.00
Rip-Rap Load 2 $200.00 $400.00
Backhoe Haours 8 $1060.00 $800.00
Lahor Hours 8 $35.00 $280.00
BAM Ton 0 $75.00

Total Estimated Cost] $9,380.00
2020 Value of Taxable Land in Townshig $22,287,760
0.02% of Value of Taxable Land $4,457.55
To be sligible for 50/50 assistance from the County, the Total Estimated Cost
of the culvert project must be greater than 0.02% of the value of the laxable
fand within the township per 605 ILCS 5/5-501.
Yos

Does this culvert replacement qualify for County assistance?




Rupart of Committee

STATE OF ILLINOIS ) Nashville, lliinois
) ,
WASHINGTON COUNTY ) October 5, 2022

Mr Chairman, Ladies and Gentlemen of the County Board:

Your committee to who was referred the claims against the County Highway
Department for the month of September 2022 would bey leave to submit the _
following report on the matter before them. That claims as shown on the

attached sheets in the following total amount be approve for payment,

County Highway Fund $63,495.30
County Bridge Fund $1,168.10
County Matching Fund $0.00
County MFT Fund $9,731.35
Road District Fund $282,869.32
Township Bridge Fund $0.00

Total $357,254.07

All of which is respectiully submitted.

Chalrman

Claims Committee




We have sxamined and approved the bilis listed for September 2022 on the
attached sheet and recommend that the Claims Committee of the

Washington County Board approve therm for payment:

Gounty Highway Fund $63,495.30
County Bridge Fund " $4,168.10
County Matching Fund $0.00
County MFT Fund $8,731.35
Road District Fund $282,859.32
Township Bridge Fund $0.00

Total $357,254.07

Diate:

E . B,

Qhaurm’an

i .,w

Rodd and Bridge Committee
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TATES ATTOENEY'S REPORT
To:  Cireuit Court and Washington County Board, Washington County, Illinois.

‘ The State’s Attorney of Washington County, Illinois, respectfully submits the
following report of fees paid to him from September 1, 2022, to September 30, 2022.

[ urther report that the foregoing fees were paid by me to Natalie Lynch,
Washington County Treasurer

REPORT OF FEES COLLECTED AND PAID

September 2022 — State's Attorney General Fund; $ 498.46
September 2022 — State’s Attorney Drug Prevention Pund: $ 36.25
September 2022 — State's Attorney Automation Fund: 3 80.00
September 2022 — Reatitution Received: § 21347

Daniel R. Ja%i

Washington €ounty State’s Attorney
Washington County Judicial Center
126 E. Elm 8t., Nashville, 11, 62263
(618) 327-4800 ext. 320

State of Ilinois }
Y B8,
County of Washington )

1, Daniel RB. Janowski, State’s Attornay for Washingten County, linois, being first

duly sworn on oath, depose and say that the foregoing report of receipts and disbursements

of the Office of the State's Attorney from September 1, 2022, to September 30, 20292, is
correct to the best of my knowledge and belief

Danisl R. Janowski

Subscribed and sworn to before me this l E day of October, 2022,

ot Mo oen

Notary Public

v OFFICIAL SEAL

i’ i) Wy Commission Expites
§ s Y danuan

Page lofl

=2 F Notary Publc - State of Hinciay

11,2025 |




WASHINGTON COUNTY CLERK & RECORDER
REPORT OF COLLECTIONS
COLLECTION FOR THE PERIORD 9/172023-8/30/2022

SEPTEMBER 2022;
Beginning Balances: § 2,087.34
Fees Collected: 35,897.85
Total $37,985.19
DISBURSEMENTS:
Tax Redemptions $ 3,937,094
Tax Redemptions Interest 846.80
Revenue Stamps 5,625.00
Larado Usage Fee 808.44 "
Take Notice 20.00 g

Disbursements $ 11,238.18 . - 4
Balanee: §26,747.01 q//{p A

CLERK/RECORDER:.. % SEA S,
WASHINGTON COUN®Y ” '@,ggs\\‘
AUGUST 31, 2022
WASHINGTON COUNTY TREASURER:
(G.1.S. ASSESSOR FUND) $ 5,080.00
(G. LS. RECORDER FUND) 254.00
ILLINOIS DEPT OF REVENUE:
(R.ELS.P. - $9.00 PER 239 DOC) 2,277.00
IL DEPT. OF PUBLIC HEALTH
($4.00 SURCHARGE DEATH CERT) 44.00
STATE TREASURER, IL DOMESTIC VIOLENCE
(MARRIAGE LICENSE SURCHARGE) 50.00
NATALIE LYNCH, WASHINGTON COUNTY TREASURER:
(RECORDER AUTO FUND) 2,032.00
NATALIE LYNCI, WASHINGTON CO TREASURER:
(DOCUMENT STORAGE FEES) 762.00
(FEE’S COLLECTED) 14,160.67
TOTAL §24,659.67

TOTAL DISBURSEMENT $35,897.85
Remaining Balance Tax Redemption #130068: §438.16
Tax Redemption #130041: 3207.91
Tax Redemption #140063: $275.41
Tax Redemption#t 201 4-000054: §927.26
Tax Redemprion#2014-000038: 5218.60
Total remuaining balaice §2,087.34
TOTAL DISBURSEMENTS FOR THE MONTH OF SEPTEMBER, 2022.
SUBSCRIBED AND SWORN TO BEFORE ME THIS DAY OF OCTOBER 2022.

T f..ﬁ\(rgfxémg PE‘DTKE r Q/’TL& m ﬁ!ﬂ:ﬁ( \7%)

Rewry Public - Biate of liinols NO; ARY

ty Comenlssion Expires .
Psniuary 14, 2025 4 i)/t




1, LEN CAMPBELL, SHERIFF OF WASHINGTON COUNTY STATES THAT THE
FOLLOWING 15 A TRUE AND COMPLETE EARNINGS OF THE SHERIFF'S OFFICE FOR
THE MONTH OF SEPTEMBER 2022,

FEES EARNED $ 665.00
FEES COLLECTED AND PAID $152.00
TO THE COUNTY TREASURER

DIETING PRISONERS $4024.25
SAL, DUE SHERIFF $4650.00
SERVICE CALLS/PATROL MILEAGE $3934,00
COUNTY INMATES...covececirians: B

FEDERAL INMATES.........ceii. B

CRIMINAL ARRESTS ... s 15

TRAFFIC ARRESTS.ivmssrenncnnn 160
WARNINGS.....oomomisniminsisnine, 80

SHERIFF LE CAMPBELL

M a f\/ Wf ,/kf ATTEST THAT THE ABOVE SIGNATURE IS THAT
OF LEN CAMPE&ELL SHEREFF QOF WASBJ&;ZQUNTY AND WAS SIGNED IN MY

PRESENCE THIS . JI7* DAY OF W M

e NOTARY

SEAL
Pub!k: Slata ofl!llnols
Ommiaalon pres




WASHINGTON COUNTY

. EMERGENCY AMBULANCE AND RESCUE SERVICE
] 160 N, WEST COURT STREET  NASHVILLE, ILLINOIS 62263
Phone: (618) 327-3075

Fax: (618) 327-7281

Monthiv Report for September 2022

Receipts/Biiling
September Service Fees $ 102,109.00 - Syr Average = § 92,911.61
September Income From Fees $ 64,203.40 —~ Syr Average = $ 55,945.89

Total Expenses

August Bills % 11,745.47

August Salaries % 68,210.76
Total Calls for FY 2022 Syr Average
December 2021: 142 - 144
January 2022: 136 - 149
February 2022: 133 - 127
March 2022: 149 - 133
Apiil 2022: 147 - 136
May 2022: 133 - 140
June 2022: 146 - 142
July 2022: 152 - 145
August 2022: 152. - 152
September 2022: 148 - 155
Qctober 2022:
November 2022:

2022 Totals: 1438
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COUNTY OF
WASHINGTON,
ILLINOIS

ORDINANCE NO, 2022- /4

AN CRDINANCE AMENDING THE
REVISED CODE OF ORDINANCES
OF THE
COUNTY OF WASHINGTON, ILLINOIS

ADOPTED BY THE
COUNTY BOARD
OF THE
COUNTY OF WASHINGTON, ILLINOIS

s [| ™ pay o Jet. 2022




ORDINANCE NO. 2022- /4

AN ORDINANCE AMENDING THE AMBULANCE SERVICE FEES AND
RATES TO BE CHARGED

WHEREAS, the Washington County Board has previously passed an
ordinance concerning the Washington County Ambulance Service, which is codified
at Section 30-2-1 of the Revised Code of Ordinances of Washington County; and

WHEREAS, the Washington County Board now wishes to amend said
Ordinance by revising the Ambulance Seérvice fees and rates to be charged,

NOW THEREFORE, BE IT ORDAINED by the County Board for the
County of Washington, Illiinois, that:

Section I. Amendment. The attached Exhibit B shall amend anci reptace
the current Exhibit B to Section 30-2-1 of “The Revised Code of Ordinang
of County of Washington, Iiiinois.”

Each section, paragraph,
&anteﬁc&, clause and provnsm of this Ordmance Is severabie, arwl if any provision
is held unconstitutional or invalid for any reason, such decision shall not affect the
remainder of the Ordinarnice, nor any part thareof", other than that part affected by
such decision.

) Conflictin linances. Any conflicting ordinances, code
provisions or perti nem: portions thereof in effe*ct at the time this ordinance takes
effect are hereby repealed.

Section IV, Effective. This Ordinance shall be in full force and effect
from and after its passage and approval as provided by law.

Passed this [ f 0 day of ( %lﬂf&w , 2022, by the County
Board of the County-of Washington, Ilinois, and deposited anxl filed In the office
of the County Clerk in said County on that date.

SHARI HEMPEN, COUNTY CLERK
WASHINGTON COUNTY, ILLINOIS
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Signed by the Chairman of the County Board of Washington County, Iilinois,
this s/ _®dayof __letofan 2022,

A e
/Cgﬂlewg ﬁ /’%mf;zf
DAVID MEYER, CHATRFMARN
WASHINGTON COUNTY, ILLINOIS

§HARE HEMPEN, COUNTY CLERK
WASHINGTON COUNTY, ILLINOIS




COUNTY CLERK'S CERTIFICATE

STATE OF ILLINOIS }
_ ) 8s. COUNTY CLERK'S OFFICE
COUNTY OF WASHINGTON )

I, Shari Hempen, County Clerk of the County of Washington, do hereby
certify that the following Ordinance of the County of Washington, Tllinois, was duly
passed by the County Board of the County of Washington, Hilinois, signed by the
Chairman, and that this ordinance is a true and perfect copy of the ordinance, as
passed, approved, and now of record and on file in my office as provided by law.

In witness whereof, I have set and affixed gge rporate Seal of the County
of Washington, Hiincls, this _// " day of _/L&1rben, 2022,

M

SHARI HEMPEN, COUNTY CLERK
WASHINGTON COUNTY, ILLINQIS




EXHIBIT B

ALS 2 County $ 927.00
ALS 2 Non-County $ 1,191.00
Air TNT County $ 672.00
Air TNT Non-County $ 940.00
ALS 1 E County § 800.00
ALS 1 E Non-County $ 957.00
ALS 1 Non E County % 687.00
ALS 1 Non E Non-County $ 808.00
BLS E County $ 667.00
BLS E Non-County $ 854.00
BLS Non E County $ 585.00
BLS Non E Non-County $721.00
DOA Transport $ 474.00
Friendship Manor Mileage $ 8.00
Friendship Manor $ 474.00
Medical Examiner Mileage $ 1.00
Medical Examiner $ 150.00
Mileage $ 20,00
Patlent Mileage $ 20.00
QRV $ 150.00
QRV Mileage $1.00
Speciality. Care County $1,059.00
Spediality Care Non-County $ 1,325.00
Treatment, No Transport $ 100.00 *

*Only assessed on third and subsequent treatments without transport; this is not
assessed on the first two treatments without transport
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NATALIE LYNCH
OFFICE OF THE COUNTY TREASURER
WASHINGTON COUNTY
101 E. §T, LOUIS ST.

NASHVILLE, ILLINOIS 62263
FHOME: (61813274800 EXT 152
FAX: (61B)¥27-8749
QFFICE HOURS: 8:00mm - 4:00pm

ARPAFUND RECAP
{neome Dishursements
PREVIOUS FUND BALANCE: $2,425,174.98

(As of 08/30/2022)
SEPTEMBER ACTIVITY

INTEREST INCOME (Comm, Trust Bank) 3 620.30

TOTAL §2,425,795.28
PREM. PAY: AMBULANCE DEPT. $  8.799.40
PREM, PAY: COMMUNICATIONS DEPT. $ 222536

§ 11,024.76

CURRENT FUND BALANCE: $ 2.414,770.52
(As of September 30, 2022)
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ANRUAL BUDGET FOR UNIVERSITY OF JLLINOIS EXT%SI(W%

(Formerly Cooperative Extension Service) %, Jf‘offs;, | fﬁ
County of Washington, State of Iinois % %y, 7.
A
2%
"
Lo

We, the University of Ilinois Board of Washington County, te whom was referred ih%@mtter of
preparing the Annual Budget for said University of Iilinois Extension for said county for the purpose of
meeting and defraying the necessary expenses and habilities thereof, for the fiscal year beginning the
first day of December 2022, and ending the thirtieth day of November, 2023, respectfully reported that
we have prepared a budget to cover said period in the manner as required by Statute, and the same las
been approved by said council {or committee).

We certify that said proposed budget was prepared and made conveniently available for public
inspection at the office of the County Clerk for a period of more that {ifteen days prior to the 1st day of
December, 2022,

We, therefore, respectfully submit said proposed budget to the County Board of said county, for
the approval and adoption and recommended that the same be adopted by an Aye and Nay vote of said

Boartd as the Annuval Budget for the proposed aforesaid, for the fiscal year beginning Deeember 1, 2022,

§ ':i_ng'oviﬁmr 30,!2 23.
P hako ™ GHZ - ( ﬁ,i{ da ﬂ\ji»{;mm/f —

e Lo /uti é"rfu-
Lo N it

Members of the University of Hlinois/Washington County Board

Approved by the County Board this _ / / *~ day of %Aé er” , 2022, by an Aye and

Nay vote, and said day being one of the days of the regular, 2022 meeting of the County Board of said

County.
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Page 4 of 6
Extension Council . $1.000
Cowunty Taxes $140,250
Washington County Extension Foundation $5,000
Local Agreements $1,000
State Matching Funds (@ 65% anticipated $95,713
| Non-Matching Funds $5,072
Total 5248,038
Appropriated and submitted by the University of lllinois/Washington County Board this_ day

Members of the University of Illinois/Washington County Board

Approved and adopted by the County Board of the County of Washington in the State of Iilinois, by and Aye
ard Nay vote on the ] { f__;day of _{ 0@:{-’0 é er 2027, being one of the days of the regular 2022

meeting of the County Board of said County.

ATTEST: 2 3
. j;aw{f/*rfw A WWWW

Clerk of the County Board and County Clerk

%f" vam Kl jen !"{'ﬁff moved that appropriation ordinance be approved.
L Hﬂw"{"ﬁ A n te " _seconded that motion. Aye and Nay vote taken.

Motien ___(*e.ctie el Results: [ & Aye votes_ ~€>—— Nay voles.
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¥

\
Clerk of the County Board and County Clerk

/Sf”:l gat *kjf; ages, b 22§ meoved.and ;41&» ﬂ’? sender

seconded that the Annual University of Illinois Extension/Washington County budget is approved.

Motion carried.

Aye and Nay vote taken, Results: /& _Ayesand__—E€>  Nays
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RESOLUTION

A RESOLUTION MAKING THE ANNUAL APPROPRIATION OF EXPENDITURES TO BE MAIJE FOR
THE FISCAL YEAR BEGINNING THE FIRST DAY OF DECEMBER, 2022, AND ENDING THE
THIRTIETH DAY OF NOVEMBER, 2023, FROM THE COUNTY UNIVERSITY OF ILLINOIS FUND, A
PART OF THE GENERAL, FUND OF THE COUNTY OF WASHINGTON IN THE STATE OF ILLINOIS.
BE [T RESOLVED, BY THE COUNTY BOARD OF THE COUNTY OF WASHINGTON IN THE STATE
OF ILLINOIS:

That there be and is hereby appopriated from the County Cooperative Extension Service Fund, a part of
the General Fund of the County of Washington raised by taxation for the fiscal year beginning the first day of
December, 2022 and ending the thirtieth day of Nevember, 2023, for the uses and purposes as herein set forth
and said period the sum of Two Hundred Forty-Eight Thousand Thirty-Five Dollars ($248,035.00) which said

appropriation is hereby made. in conformity with the laws of the State of Tllinois.

Number | EXPENSES - PERSONNEL Amount
1 - Sularies $143,677
2 Extra Help (Other Wages) $7,000
_ TOTAL —~ PERSONNEL $130,677
Number | EXPENSES - NON PERSONNEL Amonnt
3 Office Supplies £5,00¢
4 Program/Bducational Supplies $5,750
5 Travel $4,788
6 General Services (includes Duplicating/Copy Services) £15,000
7 Separation Pool $3,007
8 Rent/Lease _ L 524,000
9 Utilities $4,700
10 Postage £2,000
1t Enuipment Maintenance $4.660
12 Telephone- $12,000
13 | Consult/Judges $800
14 Equipment Under $500 $1,0G0
15 | Bquipment Over $500 $6,000
16 Miseellaneous (includes 4-H Premiums Paid) $5,412
17 Unit Operating Expenses £3.241
TOTAL - NON PERSONNEL $97,338
TOTAL EXPENDITURE BUDGET | §248,035
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UNIVERSITY OF ILLINOIS/WASHINGTON COUNTY

TAXLEVY
A RESOLUTION LEVYING TAXES FOR THE FISCAL YEAR BEGINNING THE FIRST DAY OF
DECEMBER 2022, AND ENDING THE THIRTIETH DAY OF NOVEMBER 2023, FOR THE USES AND
PURPOSE HEREINAFTER SET FORTH FOR THE COUNTY OF WASHINGTON IN THE STATE OF
ILLINGIS, |

WHEREAS, the County Board of the County of Washington in the State of Hiinois did on the

Jii&ay of CQ&% heo 2022, being one of the regular days of the regular 2022, meeting, approve and

adopt Annual Budget and Appropriation Ordinance for University of Hlinois Extension for said County for the
fiscal year beginning December I, 2022, and ending November 30, 2023, and

WHEREAS, the guestion of ,levy’ing, an addilional and excess tax for the Cooperative Extension
Education program was submitted to a referendum vote on November 3, 1987, al which election a majority of
the glector approved the said additional tax levy.

NOW, THEREFORE, BE IT RESOLVED, by the County Board of the County of Washington and State
of Tlinois,

SECTION 1. That there be and isrhe:mby levied, to be coliected by General Taxation upon all real and
personal mixed property of the County of Washington in the State of [llinois, subject to taxation as the same is
assessed and equalized for taxation, for Tax and County purposes, for the fiscal year beginning
December 1, 2022 and ending November 30, 2023, for the purpose of defraying current expenses of Two
Hundred Forty-Eight Thousand Thirty-Five Dollars ($248,035,060), which said levy in such case made and
provided, and is levied for the following purposes for which appropriation have heretofore been made. County

taxes requested is One Hundred Forty Thousand Twe Hundred Fifty Doliars (§140,250.00).

Number | EXPENSES — PERSONNEL Amount
[ Salaries §143,677
2 Lixtra Help (Other Wages) $ 7,000
TOTAL — PERSONNEL $150,677

Number | EXPENSES - NON PERSONNEL Amount
3 Office Supplies $ 5,000
4 Program/Educational Supplies $ 5,750
5 Travel § 4,788
6“. é};jﬁgﬁﬁrviccs {in¢ludes Duplicating/Copy ' $ 15,000

7 Separation Pool ¥ 3,007
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g Rent/Lease $ 24,000
Q Utikties $ 4,700
10 - Postage $ 2,000
11 - Equipment Maintenance $ 4,660
12 Tetephone % 12,000
13 | Consult/Judges ' & 800
14 Equipment Under $500 $ 1,000
15 Equiprnent Over $500 $ 6,000
18 Miscellaneous (ineludes 4-H Premiums Paid) $ 5412
17 Unit Operating Expenses £ 3,241
TOTAL - NON PERSONNEL $ 97,358
TOTAL EXPENDITURE BUDGET $248,438
"REVENUES
Extension Council $ 1,000
County Taxes $140,2350
Washington County Extension Foundation $ 5,000
Local Agrecments $ 1,000
State Maiching Funds (@ 65% anticipated $ 95,713
Non-Matching Funds 1% 5072
Toial %248,6358

SECTION 1I. That the County Clerk of said Washington County in the State of Hlinois, on the
passage and adoption of this Tax Levy by the County Boaid of said County shall record the same in the

office of the County Clerk of Washington County, lllinois,
APPROVED AND ADOPTED By the County Board of the (f)c;runty of Washington State of

%(f’La . %\J/MMM

Clerk of the County Bﬁcﬁ’d and County Clerk

f; * ’ ‘ ‘ . ‘ é [3 ) ‘ . - . ’
Ny r\a B S AT moved that the Tax Levy be approved and adopted.
Motion seconded by gumtf ene oo Y 1

Results: =\ Aye voles £ Nay votes




Delivered on:
Mot yet submitted

Submitted by:
TechGuard Security

1722 Cdrporate Xing Ste 1
O'Fallan, HHlinocis 62269

Phoner 636-489-2230

Fax: 618-744-9573

SECLIRITY SERVIEES
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TechGuard Securlty, LLC {TechGuard) is pleased to provide Washington County IL with a proposal to
accomplish your Cybersecurity Risk Assessment neads, We pride ourselves on our ability to execute a
detailed and systematic review of your current state of privacy and security, identify opportunities for
improvement and provide an approach to achleva correction and mitigation of those findings. Qur team ig
focused on developing meaningful analysis that functions at a corporate leve) for budgeting and technology
planning purposes, as well as at a facility lavel to address risks within the targetad organization,

At TechGuard we take a holistic approach to cybersecurity. By definition, cybersecurity encompasses the
measures taken to protect a computer or computer system agalnst unauthorized access or attack, We
understand that in order to truly secure a computer system fram malicious attack, the solution should
encormpass a combination of people, procasses, and technology - none of which are mutually exclusive,

+ Paapler Our people are our mast valuable resource, We invast in our expert staff to ensure they
have opportunities for professional growth and development. Ongaing training and conferences
guarantee our paople better understand and stay prepared for the ever-changing tandscape in the
security industry.

' Frocess We have well-documented processes and procedures for every computer system against
unautharized access or attack. We understand major security-refated testing and assessment to
ensure consistency and repeatability. These processes are continuously tested and updated to
inclucle any new vulnerability and testing procedures to better support our customers.

+ Techmoicgy Our consultants are equipped with the appropriate toals they need to thoroughly and
properly perform their roles, These tools ara routinely tested It our rassarch lab to validate their
effactiveness without adding unneeded strain on customer's infrastructure during testing perlods.

As your trusted cybersecurity partner, we apply our halistic approach to your peophe, precesses, and
technology, Communlcation snd transparency throughout our working partnership ensure you achieve

your eybersecurity goals,

Gur cybersecurity offerings address both inside and outside threats. Our servicas range fram cybersecurity
awareness training (TechGuard S.H.LE.L.D) to deflect the ‘human element’ of risk and create a security-
minded culture to a divarse array of services that identify cutside vulnerabilities, gaps, and threats,
TechGuard has the expertise, expetience, and award-winning cyberspace resources to improve your
security posture. Malicious cyberatiacks have drastically increased over the past few years and show ro
sighs of stopping. When you choose TechGuard, you are chooslTig a company capable of protecting our
nation, We are well-preprared 1o apply that same level of dedication, passion, and experience o protecting

your critical assets.



Founded in 2000 to address natlonal cyber defense neads and protect the U.S, critleal Infrastruciure,
TechGuard has earned a reputation for being one of the most trusted partners to the U.5, government. We
apply that same lével of expartise and dedication to protecting businasses of all sizes from cyberattacks.
Our Cybersecurity Experts take a security-first approach - always ensuring corporate transparericy,
implementing best practices, and promoting operational exceflence. TechGuard has a proven track record
Far kaeping our customers one step ahead of cybercrimings by delivering & diverse arrsy of tyber solutions
focused on the effensive, proactive, and preventative measures. TechGuard s a leading innovator in
offgnsive cyber capabilities and has been engaging in this unigue approach to cybersecurity since 2006,

TechGuard fully complies with (SO 9001:2015 standards. This certification ensures that we have an
established guality management system as well as proven processes and methodotogles In place to support
the reguirements of both eur government and business customers, Cur leaders take pride In maintaining a
current and in-depth understanding of cyber threats, which allows them to implement our award-winning
services and solutions as effectively as possible. This ensures our customers can discover their risks and
vulnerabllities, effectively address them, and ultimately protect thelr assets,

Ourexpert team has exceptional perforrmance ratings, TechGuard has supported varlous cyber misstons for
U.5. Navy Flaet Cyber Command, the U.S. Marine Corps Force Cyberspace, the Defense Security Services,

the Department of Labor, the Department of Homeland Security, as well as various other governmental
agencles. Our tearn adapts these solutions and applies them to support a diverse array of business
arvironments, including but not limited to, the following:

o bs
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Aerospace Banking & Energy Healthcare  Pharmaceutical
Flnance

Insurance Automative Retail Education Municipalities

TechGuard offers a guality of service that one would expect from a larger argenization with the dedication,
passion, and flexibility of @ small business, We go above and beyond to protect critical assets and data
stored and cormmunicatad in the Information Technology environmant.
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. EJPT, Securlty+ | Adam has obtained several years of experience within IT Security and hoids a
certifi catlcn as a CMMC reglstered practitioner, Whila studying toward hls cybersecurity degree, Adam held
various roles in the heaitheare and fortune 100 spaces, His responsibilities over the years have included
varfous eustomer support and administrative duties before maving on to more security-focused tasks like
penetration testing and vulnerabllity scanning, At TechGuard, Adarm assists customers with lmproving their
cybersecurity programs as well as promoting best practices within TechGuard,

~ Security + | Mattholds 2 bachelors degree in Cybersecurily with a minor in Computer Science,
Through multiple internships at Graybar Electric Company and Barnes jewish Healthcare, Matt has obtained
valuable experience in-the vast i space. He has had roles in Incident response, compliance and policy, and
wulnerability mianagement through these internships. At TechGuard, Matt works with custamers on
resccurring vuinerability scans, assisting in audits, penetration testing, and social engineering campaigns,

o CISA, L, ITSM Admin, I€Agle Certified Professional | Dean is an experlenced IT
pmfessmnaé wi{h 20+ years in 1T infrastructure hefore transitioning into management and then
tybersecurity. He Is a milftary veteran and holds an Associate Degree In corputer prograrmming. At
TechGuard, as a Cybersecurity Compliance Analyst (auditor), Dean specializas in leveraging a broad range of
skilis, He has a proven ability to be an integral part of how a company adopts and uses technology to
streamline its processes, efiminate redundancy, and enhance productivity for its users, Dean utilizes his
experience, and ITIL/ICAglle mindset, by providing businesses with contindous improvement.

» GIAC Certified Enterprise Defender (GCED) | jordan has 8 years of IT experiance with a
bachelur’s degme from Southern lilinois University Carbondale fix Information Systems Technology. Jordan
has held Security Analyst roles i the Energy sector and in the Managed Seécurity Service Provider industry.
His previous responsibiiities have inciuded working with SIEM tools, incident reporting and handling,
handling customer escalations, and assisting with audits

 ITEL, Josenty has @ weakh of experience In 1T, spanning almost 20 years In multiple
d}smp[mes, the last saversl of which have been focused on Cybersecurity for a major university subject to
HIPAA/FERPA industry compliznce mandates, His spedalized previous experlence incudes Enterprise
Mobility/MDM, system hardening te penchmark standards, and vulnerability and risk assessments in nybrid
environments. Joseph also has multiple ties to the 5t. Louis local tybersecurity community and is a
founding member of the local hackerspace .
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AVulnerability Assessment is the testing process used to identify, quantify, and rank security vuinarabilities
in a camputing environment. This process Involves automated and manual technigues with varying degrées
of rigor and emphasts on the different layers of technology, the most common being host, network, and
application-layer assessmants.

Your TechGuard Cybersecurity Experts are trained to use both open source and commerclally available
vulnerability assessment toals to obtaln the mostrellable and accurate Fesults, This approach provides us
the ability to observe what an attacker would see utflizing the sarne tools; this valuable insight on how a low
to intermediate attacker would be able to gain acess to your enterprise naetwork,

Active Directory is & major target for adversaries, where often many misconfigurations exist. These
misconfigurations often alow hackers to move laterally in your network, escalate privilege and even lead to
access to sensitive Information inyour organization,

TechGuard will run ar Active Directory Scan In order to uncover what misconfigurations an attacker might

usa and help mitigate those risks, This will be done by looking at the different relationships between users
within a domain as weli as their forest, trees, and Lrust.

Findings are classified a3 follows:

ST May be u&enﬁ 0 immedrat:iy bireach !he Entagrzty of
Critical the organization, This level of severity s sifmuéd be
- ' -acldressed immediately.

Indicate sericus defickercies that have already, or most
H' h Fikely wili, resultin & serious Dresch within the hosting
’Q ¥ infrastruciure. This will impact the abllity to maintain an
appropriate secutity posture.

indicate & ‘Eé\'fél of ﬁe*aféﬁty'zimt tould have a

Al e moderate Impsct on the orgsnization if a 5utc&5&fui
' MEdlum P U A &zt&gk were &x&w@ear SR

Do not constitate a direct threat to the erganization
_ . itself bue ave the building blocks attackers use to
Low wage & successful assault against an organitzstion
of Interess,




Clean up: TechGuard Cybersecurity Experts untlerstand security informatlon is extremely sensitive to an
organization. As a result, we have implameanted procadures to ensure assessment details are removed from
test systems,
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TechGuard has adopted the Natlonal Institute of Technology and Standards (NIST) methodology (NIST SP
800-115). We are using this framework as the guidelines for our testing, Qur experts attempt to find 4l
related vulnerabllities (known and unknown) and weaknesses using various penetration testing network
tools and technigues, both manual and automated. In all our pen-testing engagements, a TechGuard
LCybersecurlty Professional utilizes techniques cybercriminals use based on current trends and attack
vectors seen or studied in the world today, We emulate an attacker using automated and manual processes
to perform reconnalssance, map your network, identify an attack surface, ard exploit weaknesses and/or
vulnerabilitles found, Unike an attacker, we stop ourtest before exposing sensitive data or causing harm to
your environment,

Penetration Testing (pen testing) is identified Into three types: Black Box, Grey Box, and White Box.

* Pen Tasting is identified by three types: Black Sox, Grey Box, and White Box.

+ Black Box pen testing is performed with littie ar no prior knowledge (except for I address or URL}
regarding the systerns in scope, This testing most closely mimics that of an adversary or hacker,

* Grey Box pen testing is & cost-effective, real-world test that reveals both external and internal
threats, Grey. Box pen testing requires the organization to provide the TechGuard Cybersecurity
Professional with some level of information about the systems in scope (hetwork architecture
diagrams, credentials, target URL's). Grey Box pen testing Increases the surface area of the test and
pravides the most value for your organization.

+ White Box requirgs.the tester have full access and explicit knowledge of the target systam, Pen Tests
tan be performed both internally and externaily and are designed to provide vital insight into the
security posture of yotr network,

TechGuard provides and follows a timeling to faciitate planning and help set expectations. Based on our
experience in performing pen tests and the assumption that both parties are responsive to requests to

complete necessary tasks,

TechGuard provides this timeiine to facilitate planning and help set expectations. Based on our experience
in performing pen tests and the assumption that both parties are responsive Lo reqguests to complete
necessary tasks, our assessment is broken down into-four distinet phases: planning, discovery, attack,

exploitation, and reporting-and clean up.




Flanising: During the planning phase, the foundation for any good test Is to establish a successful plan for
the network penetration test. Together, we develop mutually agreeable rules of engagement to ensure
expectations from both parties are fully defined. This is done with bath parties agreeing to a Rules of
Engagement (ROE) document to include dates/times of the assessment, notifications, exceptions/limitations
of specified systems, systems in scope of the evaluation, ground rules for vulnerability exploitation, and
approvals from Senior Leadership. No actual testing sccurs during thls phase.

Biszave:y: The assessment baging with a reconnalssance phase, Information gathering techniquas are
employed to identify publicly avallaiile Information an adversary coult use to develop an attack pian to
penetrate your networks and enumerate exposed network services assaciated with your networks and
hosts of interest. This phase is cruclal for establishing attack vectors and mapping your susceptible attack
surface,

Recennaissance relfes heavily on open-source intelligence-gathering tools and techniques, including various
search engines and information harvesting toels and techniques to discover as much information as
possible about your networks and hasts of interest. Information collected is used to identify vulnerabilities
and identify security weaknesses to move toward exploitation and detection evasion, Specified hosts,
networks, and services are tested in Phase 3 to determine whether an attack may result in sensitive data
disclosure, vulnerability discovery for gaining local or remote access, and inappropriate or unauthorized
viewing altering, copying, or deletion of Informaticn and data.

The following is parformed during this phasa:

+ Open-Source Intefligence Information Gathering

+ Infdal Target Review, Identification, and Verification
+ Port Scanning and Host Fingerprinting

+ Breach Account Database Search

+ Active Directory Scan

Active Directory is & major target for adversaries, where often many misconfigurations exist. Thase
misconfigurations often allow hackers to move laterally In your network, escalate privilege and even lgad to
access to sensitive information in your organization

TechGuard will run an Aztive Directory Scan in order to uncover what misconfigurations an attacker might
use ang help mitigate those risks. This will be done by looking at the different relationships betwesn users
within a domatn as well as their forest, trees, and trust,



fatark aeal Faplidtation: Following the inltial reconnaissance phase, the invasion and exploitation phase
hegins. Most dataé manipulation and active exploitation are conducted against discovered devices,
applications, and sites. This phase typically utilizes many tools available ia the public domain and is used by
actual maliclous threat actors, The highest consideration is always paid to avold daniaging or disrupting
your computing resources and Informiatlon, All activities are extensively logged. Results are meticulously
reviewed by your TechGuard Cybersecurity Professional and each test is validated (and tested agaln) to
corrobarate results through detailed introspection.

We exploit identified attack vectors resulting from weaknesses such as:

« Vuinerability Scanning and Mapnping

« Port Scanning and Host Fingerprinting (In-Depth)
- Mistonfigured security controls

s insecure Firewall Rules

¢« Brute-Forcing

» Unpatched Systems

+ Weak or No Encryptien/SSE Vulnerabilities

« Credential and Authentication Testing

» Executable Code Vutnerabilitias such as Buffer Overflow Conditions

The discovery process has a cyclicalrelatianship with the attack process that dellis inte the target systems as
far as it can,
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Rrprtiog ani Lo U TechSuard will consolidate findings generated through afl tools and tech rigues
utilized during the assessment, The reportcontains the host identifying Information e address/hostname)
on findings discovered. A detailed explanation of the findings is provided to give you a complete
undsrstanding of the findings. More importantly, provide alignment with business priorities to describe How
you are impacted by the finding, along with an explanation for the level of severily, This alfows you to
prioritize findings and efforts and execute esch remediation and mitigation recommended,

TachGuard Cyberserurity Professionals understand security information is extremely sensitive to an
organization. As a result, we have implemented procedures to ensure assessment details are removad from
test systems.

e s o May he used to 'iﬁﬁ_gﬁeﬁiatéiy breach the integrity of
Critical ‘the erganization. This level of severity shoudd be
o e sddressed immediately. '

Indicate serlous defidencles that have already, or most
o b ety will, result in & serious breach within the hosting
Mi QW infrastrucsure, This wilt impact the ability to maintain an
approgriate security posture,

: Indicate 2 lavel of 5&\)@&;‘&&3 that zould have a
i Yinn: matlerate impacton the organization if a successful
) Mﬁﬁi um _ attack were executed.

Do not constitute 6 direcs threat io the organization
: itzelf but are the bullding blocks attackers use 1o
L.ow wage 8 surcessiul sasaull against an organization
of interest,



TechGuard is committed to meeting your unigue security related needs. We build an assessment plan
based solely on your goals and environment, Throtighout the Jife cycle of our engagement, we wil work
collaboratively with your team to maximize impravement of your overall security posture, By the close of
the engagement we guarantee your team will have a tangible and actionable road mag for mitigation and/

ar remediation of discovered findings,
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= Vulnerability Asséssment
» Up to 1 externatiP address - Quarterly

+ Penetration Testing
» Upto 1 external IP address - One time

= Up to 500 internal |P addresses ~ One tme {options for Lite or Full below)
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» Upon proposal acceptance, wewill schedule a technical meeting to define mutually agreed-upon
rufes of engagementand scope of work as outlined In the Deliverables,

« All work is performed remotely.

« Allwork is performed by qualified, trainetd, and ceriified TechGuard employees. No work is ever
outsourced.

pr-gom kil oA
s A
R SR E

We estimate this project will take X business days from kickoff to repott delivery.

1

Washington County il accepts TechGuard's proposal consisting of the options presented in the table below.
If the 1 year option is selected, TechGuard will involce Washingson County IL 50% of the project value upon
project acceptance. The remaining 50% will be invoiced upon project completion. If the 3 year aption s
selectad, Techguard will invoice State of lllinois 100% of the annual fee upon project acceptance and on the
anniversary date of the project acceptance for the anial fee, Please note the nrices guoted in the table
below are valid for up-to 30 days from the date Indicated on this proposal. Prices are subject to change

thereafter,




« UptoTIP $4,560 1 $4.560
+ Cyber Insurance requirement

) e Uptolip 53,840 1 $3.B40
« Quatterly

« Cyber insurance requirerment

mxgmal.,mnmwm . smp0 1 si8700
- Uptosoolp o | | o R i
. Cyber lnsurance requlrement
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RALETENGE )
« Uptolip $4,560 Tk
+ Cyber nsurance requirernent
$12,988
Discount{-5%)
? » Uptoil $3.840 B S
+ Quarterty
« Cyber Insurance requirement 510,944
DHgeount{-5%)
Pé Internal Pen Yast Lite $19,700 AR
+ Upto5001P
56,145

+ CyberInsurance requirement

Digcounti-5%}
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THIS MASTER SERVICES AGREEMENT (“Agreement” is made and entered Into this Not vet accepted {the
"Effective Date") by and bitween TachGuard Security, LL.C,, 1722 Corporate Xing, Suite 4 O Fallon, IL
62269, a Missouri Limited Liability Company ("TechGuard"} and Washington County i, 101 East St. Louis 5t,
Nashwlile, linols, 62263 ("Client”, on its own behalf and on behalf of its ailiates and subsidiaries,

RECITALS

TechGuard provides internet security services, including training, dssessment, and planning.
Client desires TechGuard ta provide specified secUrity services
TechGuard desires to provide such security services to the Client,

=B

In furtherance of these objectives, each of TechGuard and Client desire to enterinto this Agreerment,
AGREEMENT

NOW, THEREFORE, in consideration of the ohligations set forth betow, and for other good and vatuable
consideration, the receipt and sufficlency of which are hereby acknowledged, the parties hereto agree as
follows:

i. Definitions. As used in this Agreement, the foliowing terms shall have the maanings ascribed to
those terms as hereinafier set forth:
1. “Agreament” shall have the meaning ascribed ta that term in the first paragraph above.

2. "Assessment” means an evaluation by TechGuard, of the effectiveness of Client security in
faclilties, properties, [networks,] [electronic storage,] [cormmunication networks,] and/or other
assets, :

“Client” shall have the meaning astribed to that term in the first paragraph ahove,
“Effective Date” shall have the meaning aseribed to that tarm in the first paragraph above.
“Report” shall mean any document, plan, program, and/er other material produet

"service Feas” shail have the meaning ascribed to that term in Section 4.1 below,

“Services” shall have the meaning ascribed to that term in Section 2.1 below.

“TechGuard” shall have the meaning ascribed to that térm In the first paragraph above.
“Term” shall have the meanitig ascribeéd to that term In Section 6.1 below,

“Statement of Work & Rules of Engagement” or “SOW/ROE" shall have the meaning
ascribed to that term in Seciion 2.2 below,
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2. TechGuard Obligations.

1. Services, Subject to the terms and conditions of this Agreement, TechGuard agrees to
provide such services as described in the spacifications set forth in the SOW/ROE {the
“Services”). The éxtent of the Services required to be deliversd by TechGuard shall,
notwithstanding ary othier cormmunication, be exclusively set forth in the SOW/ROE,



2. -Additional Services, Notwithstanding Section 2.1, Client may hereaftar request that
TechGuard provide additional services, and TechGuard may accept such request. Any
agreement to provide services in addition to the Services shall be affected only by a writtern
agresment i a SOW/ROE signed by Client and TechGuard which contains, at a minfmum, (a)a
description of the additional services to be performed, (b) the time pariod in which such
services are to be performed, and (¢} the fees and expenses assoclated with such additional
services. Upon the execution of such additional SOW/ROE the additional services requested
thereunder shall be deemed "Services” under this Agreement, the fees and expenses owed by
Client shall be deemad “Service Fees* hereunder, and in each as shall be subject to the terms
hereto

3. Client’s Obligatiens.

1. License, Subject to the terms and conditions of this Agraement, Client hereby grants to
TechGuard a non-exclusive and non-transferable license to, during the Tarm of this
Agreement, and for the purpose of delivaring the Services, access to Client’s premises,
communication networks, and personnel, use of and-access to Cllent’s hardware, network,
and software systems in corinection with the Services provided by TechGuard to Client
hereunder.

2. Reasonabie Cooperation; Premises, Client shall provide TechGuard with prompt and
thorough access to such information, systems materials, and personnet as TechGuard may
request to effectively perform the Services,

3. Primary Contact. Client will designate one or more Individuals to whom sl communications
concerndng this Agreament, or the Services provided hereunder may be addressed,
TechGuard may rely on the direction of such individual(s) as the direction of Cliant,

4, Payment.
1. Service Fees, Clent agrees to pay TechGuard such fees, and Iprovide such reimbursements of

expenses], as are dascribed Isthe SCW/ROE ("Service Fees™ in accordance with terms
contained hereln,

2. Devics Fees, Unlgss otherwise agreed upon and stated in the SOW/RDE, client agrees to
return and any all physical equipment to TechGSuard within 30 days of delivery of the final
report or Upon termination of this agreemant, whichever occurs earlier, Cllent will ba
responsible for any replacement cost of Davice or any misplaced, lost, stolen, or damages to
Davice, _

3. Involces. TechGuard shall submit involces to Client for the Service Fees in accordancs with
terms set forth i the SOW/ROE.  Client agrees to pay TechGuard the amount due under
sueh invoice upon receipt of inveice, Bach involce-shail include a description of the Sarvices
performed, and such other information as may be reasonably required. If Services cannot be
performed for anyireason due to Client negligence any remnaining invoices will be due upon
raceipt, without regard to Service being performed,

4. Taxes. I addition to &ny Service Fees paid by Client for the Services, Client shall reimburse
TechGuard for all federal, state, local, or other taxes arising from payment of the Service Fees
other than Incoma taxes,




5. Assessments. If the Services include Assessments, TechGuard may conduct rerriote and/of onesita
assessments to determine the vuinerability of Client's assets or properties to intrusion and/or entry
unider false pretenses. Cliont agrees that assessments must include tests of the effectiveness of
existing Client security measures. Accordingly, as part of such assessments, Cllent consents to
TechGuard's employeas or contractors attempting to gain access to Clfent assets or proparties by
deceiving Cliant personnel or otherwise subverting existing screening and security measures. The
SOW/REOE shall contain instructions regarding TechGuard’s performance of Both the remote
assessmerits and the on-site assessments. Specific restrictions, if any, t¢ bz imposed upon
TechGuard's emplayees or personnel in conducting such assessments shall be specified in the SOW/
ROE.

8. Term and Termination,
1. Term. The term of this Agreement (the "Term®) shall cormmence on the Effactive Date and.
shall remain In force for the period set forth in the SOW/ROE, except as set forth in section 6.3,

2. Renewal Terms. Upon condlusion of the inftial Term, this Agreement will automatically
renew for successive one-year renewal terms (each a “Renewa! Terms”), except as terminated
persection 6.3,

3. Terminatlon, Notwithstanding anything contained Heréin to the contrary, this Agreement
may be terminated at any time by elthier party upors the follewing terms and canditions:

1. It elther party breaches any matarial provision of this Agreement,-and such breach is
not cured within thirty (30) days following the breaching party's recalpt of written notice
of suich breach from the non-breaching party, or it such breach cannot he cured within
such thirty (30} day period, then the non-breaching party may terminate this
Agreement, with irmediate effect upon wrltten notice to the breaching party. For
clarification, all obligations of payment hiereunder are agreed to be material and no
natice of breach, other than the delivery of suchi invoice as may be otherwlse required
heraunder, and no cure period, shall be required. The termination right provided in
this Section 6.3 Is not exclusive of any remedles to which eithér party may otherwise
be entitled in law or in equity in the event of a breach of this Agreement. in addition,
TechGuard may suspend Client access to Services immediately Upon, {a} any technical
or security issue or problem caused by Client that materially impacts the business
operations of TechGuard or its customers, affliates, or vendors, until such time as the
technical or security lssua or problem can be cured, or {b) at the request of law
enforcement or governmernital agencies.

2. If Client (a) ceases generally to pay its debts as they become dus: or (B)becomes the
subject of a bankruptey proceeding whether voluntarily or involuntarily, and such
proceeding is not dismissed or vacated within thirty (30) days after filing, then
TechGuard shall have the right to immediately terninate this Agreament by written
ratice to Client.

3. By elther Client or TechGuard upon thirty (30) days pror written notice to the other.

7. Duties upaﬁ.’farmlnat!on‘



1. Completion of Pald Services. Upon expiration of this Agreermant or termination of this
Agreermneni for any reason, TechGuard shall complete any uncompleted Services for which
paymenthas previously pakl recelved by TechGuard untii such Services sre complete, and this
Agreement shall continue In effect unti all such Services have been
dellversd, Notwithstanding the foregeing, no expiration or termiriation of this Agreement
shall relieve Ellent of ity obiigation to pay TechGuard for Services and TechGuard shall have
ng obiligations under this Section 7.1 If ithas terminated this Agreement as a result of Client's
breach of its.obligation to pay any Service Fees or sther amounts due under this
Agreerment. Cllent will Femain obligated to pay any unpaid Servica Feés at the time of
terminatlon or expiration,

2. Return of Confidential information. Upon expiration or termination of this Agreement,
each party shall immediately deliver to the other party any and all Confidentia! Information of
the other party then in its possession (without retenition of any coples, note, or excerpts other
than as may exlst by virtue of automatically executing network backup) unless instructed by
the other party in wiiting te destroy all or any part of such materlals, In suich case the party
shall immediately destroy all or any part.of such materials as directed,

8. Confidentiality.

1. Confidential Infermation, Each party ackriowledges that they may receive confidential of
the other party, including withaut limitation, computer programs, customers, employees,
methods, functionat and techinicsl specifications, business plans, accounting and firencial
information, in each case to the extent axpi:cltfy desngmatad as "mnf‘dentta!" and treated as
confidential by the party disclosing it {“Confi al lnformail

2. Obligations. Fach party will use at least the same degree of care to prevent disclosing to
thirg parties the Confidential Informatioh of the other 83 it ernploys to avoid unauthorized
disclosure own Confidentlal Information but in no évent less than a reasonable standard of
care. A party may disclose Confidential taformation of the other to third partles performing
services hereunder where {3) the use of such third party is authorized under this Agreement,
(b} such disclosure s reasoriably necessary to delivery of the Services or otherwise naturally
arises in the execution of such party’s obligations hereunder, and {c} the disclosure is in
accordance with the terms and conditions of this Agreement,. Neither party will or {d). make
any use of the Confidential Information of the other except as necessary to perform its
obligations under this Agreement. In addition, the parties shall take reasonable steps to
ensura that thelr employess somplywith these confidéritiality provisions, The steps taken by
a party to ensure such compllance will be deermed reasonable if they are no less anerous than
the steps taken by-the other party.

3. Exceptions. The obligattons of this Sectiors 8 will not apply to information which the receiving
party can demonstrate: (a)was, at any time generally known to the public; (b) was rightfully in
the possession of the receiving party at the time of disclosure to It; {¢) was received from a
third party who had a lawful right to disclose such Information to It; or (d) was independently
discoverad or developed by the receiving party without reference {o Confidential Information
of the disclosing party. Inaddition, & party shallnot be constdered to have breached its
obligations under this Section 8 for disclosing Canfldential Information of the other party as
reasonably required to satisfy any legal demand of a governmant, judicial or administrative
vody, provided, however, that, promptly upon receiving any such request and to the extent
that it may legally do 50, such party advises the other party so that the other party may take
appropriate actions In response to the demanl.
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Validity of Assessments and Recommendations, Client acknowledges and agrees that (i) any
determination or recormmendation by TechGuard of security status, vulnerabilitias, or technologies
is valid only as of the time and date tat it is rentdered, (i) techniques and technologies available for
bath vistating Client security and protacting itare canstantly evolving and that since new methods
could develop immediately following TechGuard's engagement, no guarantee can be made that
impternenting TechGuard's recommendaticrs will necessarlly protect cllent from such new
techniques, technologies, or methods, TechGuard recommends that Client should perfodically
repeat prior Assessmaents to manage the risls arising from such future security

vulrerabilities. Further, TechGuard's Assessments, recamrmendations, and reports are for the sole
and exciusive use by Client and may be relied upon solaly by Client and not by any other parson or
entity.

No restrictions on TechGuard services to third parties. Client acknowledges that TechGuard may
be engaged from tme-to-time to provide Services sirnilar to those Services provided to Client hergin
to other persons, entities or agencies engaged in businesses or pursuits similar to the business ar
pursuits of the Client. Nothing Irt this Agreement shail be construad so as to limit or prevent
TechGuard from rendering such services,

Ownership, Client shali own the Report defivered by TechGuard to Cient pursuant to this
Agréemant to the extent such reports or werk product contain or are derived from any of Client’s
Confidersial Informatien or any other information regarding Client's security policies, procedures,

.and protectlons or.any Information which axplicitly identifies Client as the source of such report or

work product.  TechGuard shall own any ather work product developed by TechGuard pursuant to
this Agreement

Indemnification. Client agrees to indemnify and haold harmiess TechGuard, its officers, directors,
eraployees and-agents from and against-any claims, demands, causes of action and judgments,
subpoenas-and discovery {including costs of investigation, attorneys’ fees and cowt costs)
{collectively, "TechGuard Claims™) by any third party arising out of (a) any bresch or allegad breach
of any of Client's representations and warranties contained in this Agreament, {0) any action or
omission.on the part of Client or its personinel which involves negligence or intentional misconduct
and {c) any infringement or claim of infringement of any intellectual property right. Clierd shall have
the aption to undertake and control the defense and settiement of any such TechGuard Claim;
provided, however, that TechGuard may participsts in any such praceeding at its own expense with
courssel of its own choosing, and further provided that Ciient will not settte any such daim withous
TechGuard's prior written approval,




13. TechGuard Indemnification. TechGuard agrees to indemnify and hold harmless Client, its officers,
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directors, employees and agents from and against-any claims; demands, causes of action and
judgments (including reasonable attorneys’ fees and court costs} {collectively, “Client Claims") by
any third party arlsing out of (3) any breach or alleged breach of any of TechGuard's representations
and warranties contained in this-Agreement, (1) any-action or omission on the part of TechGuard or
its personniel which involves gross negligence or intentlonal misconduct and (c) any infringement or
claim of infringement of any Inteflectus property right cfalmed to be Included in the Report or
Services provided by TechGuard te Client hereunder. TechGuard shall have the.option te undertake
andl control the defense and saettlement of any such Client Claim; provided, however, that Client may
participate in-any such procesding at its own expense with counsel of Jés own chinosing, and further
pravided that TechGuard will not settle any such claim without Client's prior written appraval, which
will not be unreasonably withheld or delayed, Notwithstanding the foragoing, TechGuard shall have
no liabitity based upon: (a) the combination, operation or use of any Service with aquipment, devices,
retworks, systems, or software not suppiled or specifically requested by TechGuard, (b} the
alteration or modification of any Service that was not made by TechGuard, or (c) the use of Service
other than in accordance with-the terms of this Agreement. This Section 13 is the exclusive basis for
tlaims by Cllent for indemnification by TechGuard and suparsedes any bases for indemnification
fiability under Taw, equity, or contract,

Representations and Warrantles.
1. Qualified Personnel, TechGuard represents and warrants that each of the emiployees and
subcontractors Parforming the Services are gqualified to deliver the Services.

2. Authority. Each of TéchGuard and Cllent represent and warrant that all acticn, corporate and
otherwise, required to be taken to authorize the transactions conternplated by this Agreement
has been taken. This Agreament constitutes a valid and binding obligaticn of each party,
enforceable against it In atcordance with the terms and.conditions hereof, except as such
enforceability rmay be fimited by bankruptcy, insolvency, reorganization, refrabilitation,
rroratorium or similar laws now or hereafter in effect affecting creditors’ rights generally,

3. No infringement. Clientrepresents and warrants that such hardware, software, systems,
networks; and ather property or equipmant operated by Cllent 85 TechGuard accesses and/
or usesdn connection with the delivery of the Services does not {and shall not during the term
of this Agreamaérit) violate or Infrinige any third parties’ rights,

4. Premises. Cllent represents atvd warrants that all.of its premises and properties are, and at
all times during the term heraof will be, safe for the use and activities undertaken thereon by
Client and for any uses and activities contemplated in tha SOW/ROE.

Warrgnty Disclaimer. TECHGUARD MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND
AND DISCLAIMS ALL OTHER WARRANTIES, EITHER WRITTEN OR ORAL, EXPRESSED CR IMPLIED, OR
ARISING FROM A COURSE OF PERFORMANCE OR DEALING OR TRADE USAGE, INCLUDING, WITHOUT
LMITATION, ANY {MPLIED WARRANTIES CF MERCHANTABILITY OR FITNESS FOR A PARTICULAR

PURPOSE

Damages and Limitation of Liability
1. Consequential Damages, NEITHER CLIENT NOR TECHGUARD BE LIABLE FOR ANY SPECIAL,
INCIDENTAL, INDIRECT OR CONSEQUENTIAL DAMAGES WHATSOEVER, INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF BUSINESS, LOST PROFITS, BUSINESS INTERRUPTIONS,
LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY LOSS, ARISING QUT OF A
BREACH OF THIS AGREEMENT, EVEN IF SUCH PARTY HAS BEEN ADVISED OF THE POSSIBILITY

QF SUCH DAMAGES.




2.

Limitation of Liakility. EACH PARTY'S LIABILITY FOR DAMAGES FOR ANY CAUSE, AND
REGARDLESS OF THE FORM OF ACTION, INCLUDING WITHOUT LIMITATION, CONTRACT,
TORT, FRAUD, COMPUTER MALPRACTICE, PRODUCTS LIABILITY, AN} STRICT LIABILITY SMALL
BE FOR'ALL CLAIMS ARISING OUT OF OR RELATED TO THIS AGREEMENT, OTHER THAN EOR
GROSS NEGLIGENCE OR WILLFUL MISCONDUCT ON 'THE PART OF TECHGUARD, THE
AGGREGATE SERVICE FEES PAID BY CLIENT TO TECHGUARD UNDER THIS AGREEMENT,

17. General Provisions
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Assignment. Neither this Agreement nor any rights or abligations hereunder may be
assigned, transferred, pledged or hypothecated by Client or TechGuard without the priar
written consent of the other,

Entire Agreement. This Agreement contains all of the understandings and agreements of
the parties hereto in respect of tha subject mattet hereof, any and all prior and
contemporanecus understandings and agreements, expressed or implied, betwaen the
partias hereto in respact-of the subject matter hereof are of no effact and are superseded
heraby,

Amendmants, This Agreament may nat be altered or amardded axcept by a writing signed by
the duly authorized representative of the parties hereto.

Motlces, All otices reguired or permitted under this Agreement (other than routine
operationgl communications) shall ba sentto TechGuard at the address herein above and to

‘the Client at the address hereln above, .or al such other latest address designated In writing by

the other party.

Headings., Thesection headings contained fn this Agreement are for reference and
convenience only and shall not enter Inte the interpretation of this Agreament.

Dafined Terms and Use of Terms. All defined terms used in this Agreement shall be desmed
o refer to the masculing, ferninine, neutsr, singular andfor plural, in each instance as the
context and/or particidar facts may reguire, Use of the terms "hereunder”, "herein”, and
simitar tarms refers to this Agresmaent,

Relationship of tha Parties. TechGuard, i furnishing Services to Client hereunder, s acting
as an Independent contractor and has the sole right and obligation 1o supervise, manage,
contract, direct, procure, perform or cause to bie performed, all 3efvices to be performed by
Cliesit under this-Agresment. Neither Client nor TechGuard Is an ayent, partner, joint venture
or fiduciary of the other party and neither has the authority to represent the other party as to
any matters or fo bind the other party to any third parties, except as expressly authorized in

this Agresment.

Severablilty. In the event that any provision of this Agreemant is found to be unenforceabie
under applicable iaw, the parties agree to replace such provision with a substitute provision
thvat most nearly reflects the orlginal intentions of the parties and Is enforceable under
apalicable law, and the remainder of this Agreement shall continue in fuli force and affect.

thsurance. TechGuard agrees to carry ardd maintalny durlng the term of this Agreement,
adequate insurance coverage as required by law. Insurance coverage will include, but not
fimited to, (a} Workers’ Compensation and Employers’ Liability insurance, (b) comprehensive
Comimercial General Liability Ingurance, {c) Professivnal Hability Insurance, (d) Cyber lisbility
insurance,
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Walver of Default. A delay or omlssion by either party hereto to exercise any right or power
under this Agreement shall not be construed (o be a waiver theraof, A walver by either party
under this Agraement will hot be effective unless itls in writing and signed by the pirty’
granting the waiver, A waiver by a party of a right under, or breach of, this Agreagment will not
be con-st_'rued to operate as @ waiver of any other or successive rights under, or breaches of.
this Agreement.

Cumulative Remedies. Exceptas otherwise axpressly provided in this Agreement, all
remedles provided for in this Agreement shall be cumulative and in addition to and not ir lfeu
of any other remedies available to either party atfaw, in equity or otherwise.

Exhibits. Each Exhibit to this Agreement to which reference is made i this Agreement is
hereby incorporatad in this Agraement as an integral part of this Agreament,

Retitals. The vecitals to this Agreement aré hersby incorporated herein as an integral part
hereof.

Force Majeure, No party shall be liabie for any default or delay in the performance of its
obligations under this Agreement due to an act of God or ather events, including a pandemic,
to the extent that: (a) the non-performing party is without fault in causing such default or
delay; (B such default or delay could net have been prevented by reasonable grecautions;
and (¢} such default or delay not reasonably be circumvented by the non-performing party
thraugh the use of alternate sources, work around plans or other means,

Cholce of Law; Arbitration; Venue. This Agreement, and the rights and duties of the parties
arising from or relating to this Agreement of ks subject matter, shall be construed i
accordance with the laws of the State of Maryland without regard to its conflicts of laws
provisions, The parties agree that any dispite, congroversy or claim arising out of or in
relation to this Agreement and the transactions contemplated hereby, including without
limitation to interpret or enforce any provision of this Agreament, shall be seitled exclusively
by arbitration admintstered in St. Louls, Missouri by the American Arbitration Assodation in
accordance with its Commercial Arbitration Rules, and judgenient on the award rendered by
the arbitrator(s) may ke entzred in any court having jurisdiction thersof. The parties
irrevocably subrit to the foregoing arbitration as the exclusive rethod of resciving dispute,
contraversy ar¢laimy arisieg out of orin relation to'this Agreement and tha transactions
contemplated hereby. In any action to enforce this Agredment, the prevailing party shall be
entitied to recover its legal fees and expenses, including reasonable attorneys’ fees and expert
fees,

Survival. All or the parties obligations under this Agreement which are not, by the exprass
terms of this Agreement, fully to be performed during the Term, shall survive the termination

of this Agreament for any reason,

Counterparts, This Agreemant may be executed in counterparts; each of which shall be
deemed to be an original and all uf which together shal! be deemed to be one and the sams

Instrument.

IN WITRESS WHEREOF, the parties hereto have caused this Agreement to be duly executed as of the
Effective Date,
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Please ensure'you have an understanding of the details included in the description of services to be
provided. Post acceptance of this proposal, we will discuss the mutually agreed-upon rules of engagement
and further elaborate on the scope of work, Transparency snd communication are of the utmost
frportance to the growth of our working relationship. If you have any questions, please do not hesitate to
contact us, We are always happy to provide clarffication and are committed to exceading your expectations.

Onceyou feel tonfiderit and are ready to move forward, please click your selectad service option{s) in the
fee table-above and then simply click the "signature” button below, Upon recelving notification of your
acceptance, we will contact you with next steps necessary to begin the project.

Inaccepting this project authorization and clicking "signature,” you agree nit to use TechGuard Security's

products and sarvices except a3 specifically authortzed by this Profect Authorization and not to disclose any
infarmation about TechGuard's products or pricing axcept as TechGuard authorizes In writing.

Q Gary S@ﬂmeyer 'Q Nick Just

ol arsl proprigtiny. Thi darg and Infurniathe contained hergin may novhe

Al chata ik instoronation comtaoed Ferse pnd provided by TechGuaid Seounty oy théy prapasal is

epraduted, publishard, or distributid t0, ar for, bny third pariies withi the sxpiess prior weiter consan of fachGustd Security.



